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    Storehouse

[image: Storehouse — Files for Phoenix]
Storehouse keeps the files of a Phoenix app: the photos people upload,
the attachments of a document, the images on a canvas, the files an app
makes itself. Each file is checked by its bytes, stored under a new, safe
key, in a store of your choosing, and served so that it can never run a
script on your app's origin.
It is the storage of the Hattori libraries, taken out of them: Kotoba's
attachments and Hakushi's images keep their files with it, and so can
your app.
Status: early release. Checking, storing, the local disk and S3
(and the stores that speak its API), uploads straight to the store,
uploads streamed through the app with no temporary file, files in
Ecto records (temporary until saved, permanent then), signed URLs for
private files, checksums, telemetry, files from an address, and
LiveView uploads are here. Before 1.0,
a minor version may change the API; see the roadmap for what comes
next.

Installation
def deps do
  [
    {:storehouse, "~> 0.1"}
  ]
end
Storehouse needs Elixir 1.18 or later and, for Storehouse.Live,
Phoenix LiveView 1.1 or later. The rest works in any Plug app.
It gives your app:
	files checked by their bytes, not their names: PNG, JPEG, GIF and
WebP images (with their width and height, a phone's photo turned as
its EXIF says), PDF, MP4 and WebM video, ZIP and Office documents, and
plain text. Anything else (HTML, SVG, JavaScript, a page renamed
.png) is application/octet-stream, a download, or refused;
	safe keys: yyyy/mm/<uuid>-<safe name><extension>, whose
extension comes from the checked type, so a key never ends in .html;
an adapter refuses any key that could leave its root;
	stores: the local disk, and S3 with the stores that speak its API
(Cloudflare R2, MinIO, Tigris, LocalStack), with no other library; or
one of your own, in three callbacks;
	uploads straight to the store: the browser sends a file to the
bucket at a URL your app signed (its type, its size, ten minutes), so a
large file never goes through your app, and Storehouse checks it there
by its first bytes; in development, to your app's own plug, the same
way;
	uploads streamed through your app with no file on its disk: to S3
in the parts of a multipart upload as the chunks come, checked by their
first bytes on the way, two parts in flight from a process of their
own, the upload held back when the bucket is slower than the browser;
	files in Ecto records: a column of the file (Storehouse.Ecto.File),
no table of files; an upload is temporary until its record is saved,
made permanent then by a copy in the store, and a bucket's lifecycle
rule deletes those of forms never saved; files replaced or removed are
deleted once the database has the change;
	private files: signed URLs that expire, from S3 or the local plug,
and Storehouse.Redirect, a lasting URL of your app that checks the
person and redirects to a fresh one;
	serving that is safe: Storehouse.Local.Plug sends the checked
type, nosniff, a sandboxing CSP, downloads for every type a browser
should not show, and byte ranges, for video;
	LiveView uploads, stored: Storehouse.Live.consume/3 stores each
finished entry once, cancels those the upload refused, and gives you a
result for each;
	files from an address, from the hosts you allow only, with
redirects checked and the download stopped at the size limit: an image
pasted by its address, a file an agent names;
	limits: the largest file, the most pixels of an image, the types
you take;
	checksums: each file's SHA-256, kept with it, and checked by S3 as
it takes the file;
	telemetry: :telemetry spans for storing, fetching, signing,
checking and deleting, with what was refused and why;
	previews: a function of yours gives a smaller image of a file (a
thumbnail, a PDF's first page), kept with it.

A sketch
# config/runtime.exs
config :storehouse, Storehouse.Local, root: "/var/lib/my_app/uploads"

# lib/my_app_web/endpoint.ex, before the router
plug Storehouse.Local.Plug
{:ok, file} = Storehouse.store("priv/seeds/palette.png")

file
#=> %Storehouse.File{
#     key: "2026/10/0b6…-palette.png",
#     url: "/uploads/2026/10/0b6…-palette.png",
#     name: "palette.png",
#     content_type: "image/png",
#     bytes: 48_211,
#     width: 1600,
#     height: 1000,
#     preview: nil
#   }
In a LiveView:
def mount(_params, _session, socket) do
  {:ok,
   socket
   |> assign(:photos, [])
   |> allow_upload(:photos,
     accept: ~w(.png .jpg .jpeg .gif .webp),
     max_file_size: 10_000_000,
     auto_upload: true,
     progress: &handle_progress/3
   )}
end

defp handle_progress(:photos, _entry, socket) do
  {socket, results} = Storehouse.Live.consume(socket, :photos, accept: Storehouse.Check.images())

  {:noreply,
   Enum.reduce(results, socket, fn
     {_entry, {:ok, file}}, socket -> update(socket, :photos, &[file | &1])
     {entry, {:error, reason}}, socket -> put_flash(socket, :error, "#{entry.client_name}: #{inspect(reason)}")
   end)}
end
From an address:
Storehouse.fetch("https://images.example.com/board.png",
  hosts: ["images.example.com"],
  accept: Storehouse.Check.images(),
  max_bytes: 10_000_000
)
Straight to the store, with S3 in production and the local disk (or
LocalStack) in development:
socket
|> Storehouse.Live.allow(:photos, accept: ~w(.png .jpg .jpeg), max_file_size: 50_000_000, auto_upload: true, progress: &handle_progress/3)
import {Uploaders} from "storehouse"
let liveSocket = new LiveSocket("/live", Socket, {uploaders: Uploaders, params: {_csrf_token: csrfToken}})
A private file:
{:ok, url} = Storehouse.signed_url(file.key, expires_in: 300)
In a record:
schema "users" do
  field :avatar, Storehouse.Ecto.File
end

user
|> User.changeset(attrs)
|> Storehouse.Ecto.put_file(:avatar, avatar, accept: Storehouse.Check.images(), max_bytes: 5_000_000)
|> then(&Storehouse.Ecto.update(Repo, &1))
The guides: Stores (the local disk, S3, LocalStack,
development), Direct uploads (and streamed
ones), Ecto, Private files,
Serving and LiveView.
Roadmap
	Work after the upload, with no job queue: versions of an image made
when it lands, previews, analysis, in supervised processes of the app
(Oban, when the work must outlive a deploy).
	Variants: images resized and converted on demand, and cached, each
made once however many ask for it at the same time, across a cluster.
	Previews and analysis: a PDF's first page, a video's poster, its
length and size, audio; metadata of the app's own, read again later.
	Live progress beyond the upload: the versions being made, a video
being read, for everyone who sees the file (PubSub).
	Cleanup of unused files: deleted files and abandoned uploads, by a
supervised process, with no cron.
	Resumable uploads that survive a reconnect (and the tus protocol),
and multipart uploads straight from the browser, for very large files.
	Endpoints for other clients: presign and upload endpoints, for Uppy
and for apps with no LiveView.
	Mirror: writing to two stores at once, for migrating between them.
	Proxy mode: streaming private bucket files through the app, for a
CDN in front.
	Azure and native Google Cloud Storage: Google Cloud Storage works
through its S3-compatible API today.

Development
mix deps.get
mix test
mix credo --strict
mix dialyzer

License
MIT. See LICENSE.


  

    Stores

A store keeps the files: Storehouse.Local (the local disk, the
default), Storehouse.S3 (S3 and the stores that speak its API), or an
adapter of your own (Storehouse.Adapter).
The local disk
# config/config.exs
config :storehouse, adapter: Storehouse.Local

# config/runtime.exs
if config_env() == :prod do
  config :storehouse, Storehouse.Local,
    root: System.get_env("UPLOADS", "/var/lib/my_app/uploads"),
    url_prefix: "/uploads"
end

# config/dev.exs
config :storehouse, Storehouse.Local, root: Path.expand("../tmp/uploads", __DIR__)
In a release, give an absolute root outside the release directory, in
the :prod block of config/runtime.exs. A relative path is relative to
the working directory, and files in the release directory are lost at the
next deploy. Keep the production root inside the :prod block:
config/runtime.exs runs in every environment, after config/dev.exs,
so outside the block it would replace the development root.
Serve the files with Storehouse.Local.Plug (see Serving).
S3, and the stores that speak its API
Storehouse.S3 keeps the files in a bucket of Amazon S3, or of a store
with its API: Cloudflare R2, MinIO, Tigris, Backblaze B2, DigitalOcean
Spaces, Google Cloud Storage's interoperability. It needs no other
library: it signs its requests itself.
# config/runtime.exs
if config_env() == :prod do
  config :storehouse, adapter: Storehouse.S3

  config :storehouse, Storehouse.S3,
    bucket: "my-app-uploads",
    region: "eu-west-1",
    access_key_id: System.fetch_env!("AWS_ACCESS_KEY_ID"),
    secret_access_key: System.fetch_env!("AWS_SECRET_ACCESS_KEY")
end
Another store: its endpoint, whose URLs name the bucket in their path
(path_style, the default with an endpoint), and the public_url of its
files when it serves them from a domain of yours or a CDN:
config :storehouse, Storehouse.S3,
  bucket: "uploads",
  region: "auto",
  endpoint: "https://<account>.r2.cloudflarestorage.com",
  access_key_id: System.fetch_env!("R2_ACCESS_KEY_ID"),
  secret_access_key: System.fetch_env!("R2_SECRET_ACCESS_KEY"),
  public_url: "https://files.example.com"
A file's url is its public URL: of a public bucket, or of public_url.
A private bucket serves its files at signed URLs (see
Private files).
In development
Two ways, as you like it.
The local disk, with nothing else to run: Storehouse.Local in
config/dev.exs, its plug in the endpoint, and a secret for direct
uploads and signed URLs. The browser uploads straight to the plug as it
would to a bucket, so the LiveView is the same in development and in
production.
# config/dev.exs
config :storehouse, adapter: Storehouse.Local

config :storehouse, Storehouse.Local,
  root: Path.expand("../tmp/uploads", __DIR__),
  secret: "a development secret of at least 32 bytes"
LocalStack (or MinIO), S3 on your machine: Storehouse.S3, with its
endpoint and any keys.
# config/dev.exs
config :storehouse, adapter: Storehouse.S3

config :storehouse, Storehouse.S3,
  bucket: "uploads",
  region: "us-east-1",
  endpoint: "http://localhost:4566",
  access_key_id: "test",
  secret_access_key: "test"
awslocal s3 mb s3://uploads
awslocal s3api put-bucket-cors --bucket uploads --cors-configuration file://cors.json

with the CORS rule of Direct uploads, for the
origin of your development server (http://localhost:4000).
In tests, the local disk, in a directory of the test's own:
# config/test.exs
config :storehouse, Storehouse.Local,
  root: Path.expand("../tmp/test-uploads", __DIR__),
  secret: "a test secret of at least 32 bytes"
Another store
Write a module with the three callbacks of Storehouse.Adapter
(put/3, url/1 and delete/1), and the optional ones for direct
uploads and signed URLs (presign_upload/3, read_head/2,
signed_url/2), and name it in the config:
config :storehouse, adapter: MyApp.Storage
or give it per call: Storehouse.store(path, adapter: MyApp.Storage).
The Storehouse.Adapter docs have an example on ExAws.S3, for an app
that has it already.
Two rules for an adapter:
	Store each file with its checked content type (meta.content_type),
and with Content-Disposition: attachment for every type that
Storehouse.Check.inline?/1 refuses. Without this, a store such as S3
serves an uploaded HTML file inline, and it can run a script on the
store's origin.
	The URL goes into your records and documents, so it must stay valid.
Give a public or CDN URL, or a path of your app (for example
"/files/" <> key) whose controller checks access and redirects to a
short-lived signed URL.

Keys
Storehouse.key/2 makes yyyy/mm/<uuid>-<safe name><extension>. The
:key option of Storehouse.store/2 (and of Storehouse.Live.consume/3)
makes another, a function of the name and the checked content type: a
prefix per account, for example.
Storehouse.store(path, key: &("#{account.slug}/uploads/" <> Storehouse.key(&1, &2)))
An adapter refuses a key that Storehouse.valid_key?/1 refuses: no ..,
no absolute path, nothing but ASCII letters, digits, ., -, _ and
/.
Files from the server
A seed, an import or a file the app makes itself is stored the same way,
with no browser: Storehouse.store/2 checks it, stores it and gives a
Storehouse.File. The file at the path stays where it is; the store has
its copy.
{:ok, file} = Storehouse.store("priv/seeds/timeline.png", name: "Timeline.png")
Files from an address
Storehouse.fetch/2 downloads a file and stores it: an image pasted by
its address, a file an agent names. It fetches only from the hosts you
give, https unless you allow http, follows a redirect only to one of
them, and stops a download as soon as it is larger than :max_bytes:
Storehouse.fetch(url,
  hosts: ["images.example.com", "*.cdn.example.com"],
  accept: Storehouse.Check.images(),
  max_bytes: 10_000_000
)
Never give a host whose addresses people choose freely, and never one of
your own network: the server would fetch what they ask for.
Previews
A PDF can show an image of its first page, a video a poster frame, a
large photo a thumbnail. Storehouse does not make them: give :preview,
a function of the stored file and the path of the file that returns the
URL of the image, or nil. It runs while the file is still there. With
Poppler and FFmpeg installed:
defmodule MyApp.Previews do
  # The first page of a PDF (Poppler), the first frame of a video (FFmpeg).
  def make(%Storehouse.File{content_type: "application/pdf"} = file, path),
    do: store(file, ".png", &pdftoppm(path, &1))

  def make(%Storehouse.File{content_type: "video/" <> _} = file, path),
    do: store(file, ".jpg", &ffmpeg(path, &1))

  def make(_file, _path), do: nil

  defp pdftoppm(path, image),
    do: System.cmd("pdftoppm", ["-png", "-singlefile", "-r", "72", path, Path.rootname(image)])

  defp ffmpeg(path, image),
    do: System.cmd("ffmpeg", ["-v", "error", "-i", path, "-frames:v", "1", image])

  # Renders the image to a temporary file and stores it next to the file.
  defp store(file, extension, render) do
    image = Path.join(System.tmp_dir!(), "preview-#{System.unique_integer([:positive])}#{extension}")

    try do
      with {_output, 0} <- render.(image),
           {:ok, preview} <- Storehouse.store(image, key: fn _, _ -> file.key <> extension end) do
        preview.url
      else
        _error -> nil
      end
    after
      File.rm(image)
    end
  end
end
The URL goes into the file's preview. A result that is not a safe URL,
or an exception, gives no preview and logs a warning: the file is stored
either way. In a LiveView, the function runs in the LiveView's process:
give the tools a time limit.
Deleted files
Storehouse does not know which of your records use a file. When one goes,
delete its file with Storehouse.delete/2 (or let a job compare your
records with the store). Cleanup of the files nothing uses is on the
roadmap.


  

    Serving

An uploaded file is content from a user. Served as it came, an HTML file
or an SVG would run its scripts on your app's origin. Storehouse's keys
never end in an active extension (the extension is the checked type's),
and Storehouse.Local.Plug serves the files of the local store with the
headers that keep them passive.
The plug
In the endpoint, before the router:
plug Storehouse.Local.Plug
or in the router:
forward "/uploads", Storehouse.Local.Plug, at: "/"
It answers GET and HEAD under its path, and passes every other
request on. Each file goes with:
	its checked type, from its extension (an extension not in the list is
application/octet-stream);
	X-Content-Type-Options: nosniff and Content-Security-Policy: default-src 'none'; sandbox;
	Content-Disposition: inline for the images, PDF and videos, and
attachment (a download) for every other type;
	Cache-Control: private, max-age=3600 (:max_age);
	Accept-Ranges: bytes, and 206 for a single range: a video needs
ranges to seek, and Safari to play at all.

A path with a segment that is not a valid key segment gives 400; a key
with no regular file (a directory, a symbolic link) gives 404. Do not
serve the directory with Plug.Static: it sends none of these headers.
Files behind a login
The endpoint plug and a forward serve every file to every visitor. When
only the people of an account may see its files, and the account is a
segment of the path (/:org_slug/...), serve the files from a route in
the scope that checks the login, and start each key with the path of that
route:
# config/config.exs
config :storehouse, Storehouse.Local, url_prefix: "/"

# Keys like "acme/uploads/2026/10/<uuid>-name.png"
Storehouse.Live.consume(socket, :photos, key: &("#{slug}/uploads/" <> Storehouse.key(&1, &2)))

# The router, in the scope that requires a member of :org_slug
get "/uploads/*key", Storehouse.Local.Plug, [at: "/"], alias: false
The URL of a file is then its key, the router lets only the account's
people reach it, and the plug serves the file at that path under the
root. forward cannot take a path with a dynamic segment, so use a get
route (alias: false keeps the scope's alias off the module).
Your page's CSP
If your app sends a Content-Security-Policy, allow the files' origin in
img-src (images and previews), media-src (video) and object-src
(PDF).
Drawing the files in the browser
A page that reads a file's bytes (a canvas exported to PNG, an image
edited in the browser) can read only files of its own origin, or of an
origin that allows it with CORS. Serve them from your app, or set CORS
headers on your store.


  

    LiveView

Storehouse.Live.consume/3 stores the files of a LiveView upload: each
entry that is done, once, checked by its bytes and stored under a new
key; and those the upload refused, cancelled. It gives a result for
each, so that the LiveView shows the file, or says why it is not there.
def mount(_params, _session, socket) do
  {:ok,
   socket
   |> assign(:photos, [])
   |> allow_upload(:photos,
     accept: ~w(.png .jpg .jpeg .gif .webp),
     max_file_size: 10_000_000,
     max_entries: 10,
     auto_upload: true,
     progress: &handle_progress/3
   )}
end

defp handle_progress(:photos, _entry, socket), do: {:noreply, store_photos(socket)}

# The form's phx-change: a file that fails validation (too large, a type
# that is not accepted) is cancelled here.
def handle_event("validate", _params, socket), do: {:noreply, store_photos(socket)}

defp store_photos(socket) do
  {socket, results} =
    Storehouse.Live.consume(socket, :photos,
      accept: Storehouse.Check.images(),
      max_pixels: 50_000_000
    )

  Enum.reduce(results, socket, fn
    {_entry, {:ok, file}}, socket ->
      update(socket, :photos, &[file | &1])

    {entry, {:error, reason}}, socket ->
      put_flash(socket, :error, "#{entry.client_name} was not added: #{inspect(reason)}")
  end)
end
<form id="photos" phx-change="validate">
  <.live_file_input upload={@uploads.photos} />
</form>
What is checked
The size limit and the accepted extensions are the upload's
(Phoenix.LiveView.allow_upload/3): the browser checks them first, and
the server again. Then Storehouse reads the first bytes of each file. It
keeps a content type only when the bytes prove it (Storehouse.Check);
the type the browser sends is not trusted. :accept refuses the checked
types you do not take: a page renamed .png is not an image, and gives
{:error, :not_accepted}.
Once each
LiveView drops a consumed entry a message after it is consumed. Two
calls in that time (the progress of the next file, a form change) would
consume it twice, and the second would crash the LiveView: consume/3
keeps the refs it consumed, and leaves those entries alone. Call it from
the progress callback, from the form's change handler, or both.
The results
Each result is {entry, {:ok, file}} or {entry, {:error, reason}}, in
the entries' order: the entry's ref matches what the browser has (a
placeholder of yours for the file, say). The reasons are the upload's
(:too_large, :not_accepted, :too_many_files), the check's
(:not_accepted for :accept, :too_large for :max_pixels) and the
store's own.
Direct and streamed uploads
Storehouse.Live.allow/3, in place of allow_upload/3, sends the files
straight from the browser to the store, when the store takes direct
uploads (Storehouse.S3, and Storehouse.Local in development), or, with
mode: :stream, through the LiveView and on to the store as they come,
with no file on the app's disk: consume/3 gives them stored and
checked. See Direct uploads, and Ecto
for files in records.


  

    Direct uploads

A direct upload goes from the browser straight to the store: the file
never passes through your app, however large it is. Your app signs the
upload (where, what type, what size, for how long), the browser sends the
file, and when it is there, Storehouse reads its first bytes and checks
them. A file that is not what it said it was is deleted.
Storehouse.S3 and Storehouse.Local both take direct uploads: in
development, the browser uploads to your app's own plug exactly as it
would to a bucket.
In a LiveView
Storehouse.Live.allow/3 in place of allow_upload/3, and
Storehouse.Live.consume/3 as for any upload:
def mount(_params, _session, socket) do
  {:ok,
   socket
   |> assign(:photos, [])
   |> Storehouse.Live.allow(:photos,
     accept: ~w(.png .jpg .jpeg .gif .webp),
     max_file_size: 50_000_000,
     max_entries: 10,
     auto_upload: true,
     progress: &handle_progress/3
   )}
end

defp handle_progress(:photos, _entry, socket) do
  {socket, results} = Storehouse.Live.consume(socket, :photos, accept: Storehouse.Check.images())

  {:noreply,
   Enum.reduce(results, socket, fn
     {_entry, {:ok, file}}, socket -> update(socket, :photos, &[file | &1])
     {entry, {:error, reason}}, socket -> put_flash(socket, :error, "#{entry.client_name}: #{inspect(reason)}")
   end)}
end
and Storehouse's uploader in assets/js/app.js:
import {Uploaders} from "storehouse"

let liveSocket = new LiveSocket("/live", Socket, {
  uploaders: Uploaders,
  params: {_csrf_token: csrfToken}
})
("storehouse" is the package in deps/storehouse, as "phoenix" and
"phoenix_live_view" are.) With uploaders of your own:
{...Uploaders, ...yours}.
allow/3 signs direct uploads when the store does; with a store that
does not (an adapter of yours with the three callbacks), or with
mode: :server, the files come to the LiveView as a plain upload, and
consume/3 stores them. Your LiveView is the same either way.
Streamed through the app: mode: :stream
When the browser cannot reach the store (a bucket with no CORS, a store
in a private network, LocalStack inside a container), or you would rather
it did not, mode: :stream sends the file over the LiveView's socket, and
on to the store as each chunk comes (Storehouse.Live.Writer):
Storehouse.Live.allow(socket, :videos,
  mode: :stream,
  types: ["video/mp4", "video/webm"],
  accept: ~w(.mp4 .webm),
  max_file_size: 2_000_000_000,
  auto_upload: true,
  progress: &handle_progress/3
)
Nothing of the file is written to the app's disk. To S3 it goes in the
parts of a multipart upload (8 MB each, :part_size of
Storehouse.S3), each with its checksum, at most two on their way while
the next chunks arrive, from a process of their own; the upload waits
when they are, so a fast browser never fills the app's memory. Its first
bytes are checked as soon as they are there: a file that is not what it
said stops, and nothing of it stays in the store. The whole file's
checksum is computed on the way. No uploader in app.js: it is
LiveView's own.
What is signed
Each upload is signed for:
	its key, a new one, whose extension is the claimed type's
(Storehouse.Check.claimed/1): a type Storehouse does not know is a
download, with a .bin key;
	its type: the store keeps the file with it, and with
Content-Disposition: attachment for every type a browser should not
show;
	its size, exactly: the store refuses a body of another size. The
upload's max_file_size limits it first;
	ten minutes to start (:expires_in).

What is checked
When the upload is done, consume/3 reads the first bytes of the file
in the store (Storehouse.verify_upload/2). A file whose bytes are not of
the type it was signed for (an HTML page sent as a PNG), of a type
:accept refuses, or over :max_pixels, is deleted from the store, and
its result is {:error, :not_accepted} or {:error, :too_large}.
Until then, the file is in the store but in nothing of yours: keep only
the files consume/3 gives you.
The bucket's CORS
The browser sends the file to the bucket's origin: the bucket must allow
your app's origin to PUT, with the headers Storehouse signs:
[
  {
    "AllowedOrigins": ["https://my-app.example.com"],
    "AllowedMethods": ["PUT"],
    "AllowedHeaders": ["content-type", "content-disposition"],
    "MaxAgeSeconds": 3600
  }
]
On AWS, in the bucket's permissions; on R2, in the bucket's settings; on
LocalStack, awslocal s3api put-bucket-cors. Storehouse.Local needs
none: the plug is your app.
If your app sends a Content-Security-Policy, allow the store's origin
in connect-src.
Without LiveView
Storehouse.presign_upload/4 signs an upload, and
Storehouse.verify_upload/2 checks it, for a controller and a form of
your own, or an API:
{:ok, %{key: key, method: "PUT", url: url, headers: headers}} =
  Storehouse.presign_upload(params["name"], params["type"], params["size"],
    accept: Storehouse.Check.images(),
    max_bytes: 50_000_000
  )

# The client sends the file: PUT url, with headers, and the file as the body.

{:ok, file} = Storehouse.verify_upload(key, name: params["name"], accept: Storehouse.Check.images())


  

    Private files

A file is public when anyone with its URL gets it: a public bucket, a
local store whose plug serves every file. Its URL lives in your records
and documents, and works for as long as the file does.
A private file is served at a signed URL, valid for a few minutes:
the store gives it to whoever your app gives it to, until it expires.
{:ok, url} = Storehouse.signed_url(file.key)
{:ok, url} = Storehouse.signed_url(file.key, expires_in: 60, filename: "Invoice 2026-10.pdf")
Storehouse.S3 signs them for a private bucket (the bucket's default),
and Storehouse.Local for its plug, with the store's secret:
config :storehouse, Storehouse.Local,
  root: "/var/lib/my_app/uploads",
  secret: System.fetch_env!("STOREHOUSE_SECRET")

# The endpoint: every file only at a URL the store signed.
plug Storehouse.Local.Plug, private: true
A lasting URL: Storehouse.Redirect
A signed URL expires: keep the file's key, never the signed URL. Where a
URL must last (in a document, an email, an <img> of a page that stays
open), give one of your app's that checks the person and redirects to a
fresh signed URL:
# The router, in the scope that has the person
forward "/files", Storehouse.Redirect, authorize: &MyAppWeb.Files.allowed?/2
defmodule MyAppWeb.Files do
  # Whether the person may see the file.
  def allowed?(conn, key), do: MyApp.Files.visible?(conn.assigns.current_scope, key)
end
/files/<key> then redirects to the file, for a person who may see it,
and gives 404 to anyone else (so no one learns which files exist).
?download=1 asks for a download, with the file's name.
The URL your records keep is then "/files/" <> file.key, not the
file's url (with Storehouse.Local, keep its url_prefix the plug's
path, apart from the redirect's: signed URLs are made on it).
Disposition
A signed URL can name a download (filename:), or ask for one
(disposition: "attachment"). It never shows inline a type a browser
should not show: an HTML file is a download whatever the URL asks.


  

    Ecto

A record keeps its files in its own columns: a map (jsonb) of each
file's key, URL, name, type, size, checksum, width and height. No table
of files, no join table: the record has its files, as it has its other
fields.
# The migration
alter table(:users) do
  add :avatar, :map
  add :photos, {:array, :map}, default: []
end

# The schema
schema "users" do
  field :name, :string
  field :avatar, Storehouse.Ecto.File
  field :photos, {:array, Storehouse.Ecto.File}, default: []
end
A file in a form
The upload is temporary until the form is saved (cache: true), and
Storehouse.Ecto.put_file/4 puts it in the changeset:
def mount(_params, _session, socket) do
  {:ok,
   socket
   |> assign(form: to_form(Accounts.change_user(socket.assigns.user)), avatar: nil)
   |> Storehouse.Live.allow(:avatar,
     accept: ~w(.png .jpg .jpeg .webp),
     max_file_size: 5_000_000,
     cache: true,
     auto_upload: true,
     progress: &handle_progress/3
   )}
end

defp handle_progress(:avatar, _entry, socket) do
  {socket, results} = Storehouse.Live.consume(socket, :avatar, accept: Storehouse.Check.images())

  case results do
    [{_entry, {:ok, file}} | _] -> {:noreply, assign(socket, :avatar, file)}
    _other -> {:noreply, socket}
  end
end

def handle_event("save", %{"user" => params}, socket) do
  case Accounts.update_user(socket.assigns.user, params, socket.assigns.avatar) do
    {:ok, user} -> {:noreply, assign(socket, user: user)}
    {:error, changeset} -> {:noreply, assign(socket, form: to_form(changeset))}
  end
end
# Accounts
def update_user(user, attrs, avatar) do
  changeset =
    user
    |> User.changeset(attrs)
    |> then(&if avatar, do: Storehouse.Ecto.put_file(&1, :avatar, avatar, accept: Storehouse.Check.images(), max_bytes: 5_000_000), else: &1)

  Storehouse.Ecto.update(Repo, changeset)
end
put_file/4 checks the file against the field's own limits (an error
of the field, as any validation), and when the record is saved, makes it
permanent: a copy in the store, from its temporary key to its permanent
one, in the save's transaction. A copy that fails is an error of the
field, and the save rolls back.
Temporary, then permanent
A file uploaded for a form that is never saved stays under the temporary
prefix (cache/, Storehouse.cache_prefix/0). A lifecycle rule of the
bucket deletes it there after a day, with no job of yours:
{
  "Rules": [
    {"ID": "storehouse-cache", "Status": "Enabled", "Filter": {"Prefix": "cache/"}, "Expiration": {"Days": 1}}
  ]
}
On AWS, in the bucket's management; on R2, its object lifecycle rules; on
LocalStack, awslocal s3api put-bucket-lifecycle-configuration. With
Storehouse.Local, delete the directory's old files with a job of yours
(cleanup is on the roadmap).
Making a file permanent can run again: a save that rolled back after it,
tried again with the same upload, finds the permanent file there.
Replaced and deleted files
Storehouse.Ecto.update/3 saves, then deletes the files the record no
longer has (replaced, or removed with put_file(changeset, :avatar, nil)); Storehouse.Ecto.delete/3 deletes the record, then its files.
Deleted only once the database has the change: a save that fails leaves
every file where it was.
Inside a transaction of yours, they are not deleted (the transaction
could still roll back): delete them after it commits.
{:ok, user} =
  Repo.transaction(fn ->
    {:ok, user} = Repo.update(changeset)
    # ...
    user
  end)

Storehouse.Ecto.delete_files(Storehouse.Ecto.replaced(changeset, user))
What a column takes
Storehouse.Ecto.File casts a Storehouse.File only, never a map of a
form's params: a file's key comes from Storehouse, never from a browser,
so that no one puts another's file in their record.


  

    Changelog

All notable changes to Storehouse are documented in this file.
The format follows Keep a Changelog,
and Storehouse follows Semantic Versioning.
[Unreleased]
[0.1.0]
The first release: the storage of Kotoba and Hakushi, taken out of them.
Added
	Storehouse.store/2: a file checked by its bytes and stored under a
new, safe key, as a Storehouse.File, with :accept, :max_bytes,
:max_pixels, :key and :preview.
	Storehouse.Check: the type of a file from its bytes (PNG, JPEG, GIF
and WebP images with their width and height, a JPEG's turned as its
EXIF says; PDF; MP4 and WebM video; ZIP and Office documents; plain
text), and every other file as application/octet-stream.
	Storehouse.Adapter, the behaviour of a store (Kotoba's and Hakushi's
callbacks), Storehouse.Local and Storehouse.Local.Plug, which serves
files with their checked type, safe headers and byte ranges.
	Storehouse.fetch/2: a file from an address of the hosts an app
allows, with redirects checked and the download stopped at
:max_bytes.
	Storehouse.S3: Amazon S3, and the stores that speak its API
(Cloudflare R2, MinIO, Tigris, LocalStack), with no other library: it
signs its requests itself (Signature Version 4).
	Direct uploads: Storehouse.presign_upload/4 signs an upload the
browser makes straight to the store (its key, type and size), and
Storehouse.verify_upload/2 checks the file there by its first bytes,
and deletes it when it is not what it said. Storehouse.Live.allow/3
does both for a LiveView upload, with the uploader of storehouse.js.
Storehouse.Local.Plug takes direct uploads too, for development.
	Private files: Storehouse.signed_url/2, from S3 or the local plug
(private: true serves only signed URLs), and Storehouse.Redirect,
a lasting URL that checks the person and redirects to a signed one.
	Storehouse.Live.consume/3: the files of a LiveView upload, each
stored once, with a result for each.
	Streamed uploads: Storehouse.Live.allow/3 with mode: :stream sends
a file through the LiveView and on to the store as each chunk comes
(Storehouse.Live.Writer), with no file on the app's disk: to S3 in
the parts of a multipart upload, each with its checksum, two in flight
from a process of their own, the upload held back when they are; its
first bytes checked on the way. The optional adapter callbacks
stream_open/2, stream_write/2, stream_close/1 and stream_abort/1
(Storehouse.S3, Storehouse.Local).
	Temporary, then permanent: cache: true stores a file under the
temporary prefix (Storehouse.cache_prefix/0), and Storehouse.promote/2
makes it permanent with a copy in the store (the optional adapter
callback copy/2: S3's CopyObject, the local disk's copy).
	Storehouse.Ecto: files in a record's columns (Storehouse.Ecto.File,
or a list of them), put with put_file/4, checked against the field's
limits, made permanent in the save's transaction, and, with update/3
and delete/3, deleted from the store once the record no longer has
them.
	Checksums: each Storehouse.File has the SHA-256 of its bytes
(checksum, Base64), sent to S3 with the file
(x-amz-checksum-sha256), which checks and keeps it;
Storehouse.checksum/1 gives it of a copy, and the optional adapter
callback checksum/1 gives a stored file's.
		Telemetry: `[:storehouse, :store	:fetch	:presign_upload	
	:verify_upload	:delete, :start	:stop	:exception]` spans, with the

file or the reason a file was refused.
	Keys (Storehouse.key/2, safe_name/2, valid_key?/1), display names
(clean_name/1) and safe_url?/1.
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Files for Phoenix: a file checked by its bytes (Storehouse.Check),
stored under a new, safe key through a store of the app's
(Storehouse.Adapter: the local disk, S3, …), and served safely
(Storehouse.Local.Plug).
{:ok, file} = Storehouse.store("priv/seeds/palette.png")
file.url
#=> "/uploads/2026/10/0b6…-palette.png"
store/2 gives a Storehouse.File, which the app keeps (its key, URL,
name, type, size, and an image's width and height). A LiveView upload
goes the same way, with Storehouse.Live.consume/3; a file at an
address of a host the app allows, with fetch/2.
The store
config :storehouse, adapter: Storehouse.Local
config :storehouse, Storehouse.Local, root: "/var/lib/my_app/uploads"
Storehouse.Local (the default) keeps the files on the local disk; an
app writes its own adapter for S3 or another store (see
Storehouse.Adapter). Each call takes adapter: too.
Keys
A key is a relative path with segments of ASCII letters, digits, .,
- and _, separated by /. A segment is never . or ... key/2
makes a new key in the form yyyy/mm/<uuid>-<safe name><extension>.
The extension comes from the checked content type
(Storehouse.Check.extension/1), never from the client's file name, so
a key never ends in .html or .svg. An adapter refuses a key that
valid_key?/1 refuses.
Telemetry
Storehouse emits :telemetry spans, each a :start, then a :stop
(or an :exception) event, with the :duration of the work:
	[:storehouse, :store, ...] - store/2, with :name and
:adapter;
	[:storehouse, :fetch, ...] - fetch/2, with :url (without its
query) and :adapter (its store/2 has a span of its own);
	[:storehouse, :presign_upload, ...] - presign_upload/4, with
:name, :content_type, :bytes and :adapter;
	[:storehouse, :verify_upload, ...] - verify_upload/2, with
:key and :adapter;
	[:storehouse, :delete, ...] - delete/2, with :key and
:adapter;
	[:storehouse, :promote, ...] - promote/2, with :key (the
temporary one) and :adapter.

The :stop event's metadata has the outcome: result: :ok with the
:file (or the :key), or result: :error with the :reason (a file
refused: :not_accepted, :too_large, :not_allowed; a store's
error). For example, to count the files refused:
:telemetry.attach("storehouse-refused", [:storehouse, :store, :stop], &MyApp.Metrics.file/4, nil)

      


      
        Summary


  
    Functions
  


    
      
        adapter()

      


        Returns the configured adapter (config :storehouse, adapter:), by
default Storehouse.Local.



    


    
      
        cache_prefix()

      


        The prefix of the keys of temporary files (cache: true): "cache/",
or config :storehouse, cache_prefix: "tmp/". A bucket's lifecycle rule
deletes what stays there (see the Ecto guide).



    


    
      
        cached?(key)

      


        Whether a file (or a key) is a temporary one, under cache_prefix/0.



    


    
      
        checksum(path)

      


        The SHA-256 of the file at path, in Base64: a Storehouse.File's
checksum, to compare with a copy's.



    


    
      
        clean_name(name)

      


        Returns a file name for display: control and format characters (bidi
controls included) removed, at most 200 characters, and
"file" when nothing is left.



    


    
      
        delete(key, opts \\ [])

      


        Deletes the file with key, through the adapter (:adapter, or adapter/0).



    


    
      
        fetch(url, opts)

      


        Downloads the file at url, from a host of :hosts, then checks and
stores it as store/2 does: an image pasted by its address, a file an
agent names.



    


    
      
        fetchable?(url, hosts)

      


        Whether fetch/2 takes url with hosts (https only).



    


    
      
        key(name, content_type)

      


        Returns a new key for a file: yyyy/mm/<uuid>-<safe name><extension>,
with the year and month of now (UTC), a random UUID, and the extension
of the checked content type (see safe_name/2).



    


    
      
        presign_upload(name, claim, bytes, opts \\ [])

      


        Signs an upload that a browser makes straight to the store, without the
file going through the app: of the file name, of the claimed type
claim and of bytes bytes exactly. Gives the file's new key and the
request to make (method, url, headers). Storehouse.Live.allow/3
does this for a LiveView upload.



    


    
      
        promote(file, opts \\ [])

      


        Makes a temporary file (cache: true) permanent: copies it, in the
store, to its key without the temporary prefix, deletes the temporary
one, and gives the file at its new key. A file that is not temporary is
given as it is.



    


    
      
        safe_name(name, content_type)

      


        Returns a safe file name for a key: the client's name without its
extension, with only ASCII letters, digits, ., - and _, then the
extension of the checked content type. At most 100 characters.



    


    
      
        safe_url?(url)

      


        Whether url is safe to show and link to: http or https, or a path
of the app (/uploads/…, not //host).



    


    
      
        signed_url(key_or_file, opts \\ [])

      


        A URL of a file that is valid for a while, for a file that is not
public: a bucket that is private, a local store whose plug serves only
signed URLs (private: true). Keep the key, not this URL: it expires.
Storehouse.Redirect gives a lasting URL of your app that redirects to
a fresh one.



    


    
      
        store(path, opts \\ [])

      


        Checks the file at path and stores it under a new key, through the
adapter. The file at path is left where it is.



    


    
      
        url(key, opts \\ [])

      


        Returns the URL of the file with key, through the adapter (:adapter, or adapter/0).



    


    
      
        valid_key?(key)

      


        Returns true when key is a valid storage key (see the module doc).



    


    
      
        verify_upload(key, opts \\ [])

      


        Checks a file a browser uploaded straight to the store
(presign_upload/4), by its first bytes, and gives it as store/2
does. A file whose bytes are not of the type it was signed for (a page
sent as a PNG), of a type :accept refuses, or over a limit, is
deleted, and gives {:error, :not_accepted} or {:error, :too_large}.



    





      


      
        Functions


        


  
    
      
    
    
      adapter()



        
          
        

    

  


  

      

          @spec adapter() :: module()


      


Returns the configured adapter (config :storehouse, adapter:), by
default Storehouse.Local.

  



  
    
      
    
    
      cache_prefix()



        
          
        

    

  


  

      

          @spec cache_prefix() :: String.t()


      


The prefix of the keys of temporary files (cache: true): "cache/",
or config :storehouse, cache_prefix: "tmp/". A bucket's lifecycle rule
deletes what stays there (see the Ecto guide).

  



  
    
      
    
    
      cached?(key)



        
          
        

    

  


  

      

          @spec cached?(Storehouse.File.t() | Storehouse.Adapter.key()) :: boolean()


      


Whether a file (or a key) is a temporary one, under cache_prefix/0.

  



  
    
      
    
    
      checksum(path)



        
          
        

    

  


  

      

          @spec checksum(Path.t()) :: String.t()


      


The SHA-256 of the file at path, in Base64: a Storehouse.File's
checksum, to compare with a copy's.

  



  
    
      
    
    
      clean_name(name)



        
          
        

    

  


  

      

          @spec clean_name(term()) :: String.t()


      


Returns a file name for display: control and format characters (bidi
controls included) removed, at most 200 characters, and
"file" when nothing is left.
Examples
iex> Storehouse.clean_name("cat\u0000.png")
"cat.png"

iex> Storehouse.clean_name("a\u202Egnp.exe")
"agnp.exe"

  



    

  
    
      
    
    
      delete(key, opts \\ [])



        
          
        

    

  


  

      

          @spec delete(Storehouse.Adapter.key(), keyword()) :: :ok | {:error, term()}


      


Deletes the file with key, through the adapter (:adapter, or adapter/0).

  



  
    
      
    
    
      fetch(url, opts)



        
          
        

    

  


  

      

          @spec fetch(String.t(), keyword()) :: {:ok, Storehouse.File.t()} | {:error, term()}


      


Downloads the file at url, from a host of :hosts, then checks and
stores it as store/2 does: an image pasted by its address, a file an
agent names.
Only https addresses (and http, with http: true) of the hosts the
app allows are fetched, and a redirect only to one of them: the server
never fetches an address a person or an agent chose freely, which could
be one of the app's own network. A host is a name ("images.example.com")
or a name with a leading *. for its subdomains ("*.example.com").
Options
	:hosts - the hosts it fetches from (required).
	:http - whether http addresses are fetched. The default is
false.
	:timeout - in milliseconds, to connect and for the answer. The
default is 10 seconds.
	the options of store/2; :max_bytes stops a download as soon as
it is larger.


  



  
    
      
    
    
      fetchable?(url, hosts)



        
          
        

    

  


  

      

          @spec fetchable?(String.t(), [String.t()]) :: boolean()


      


Whether fetch/2 takes url with hosts (https only).
Examples
iex> Storehouse.fetchable?("https://images.example.com/a.png", ["*.example.com"])
true

iex> Storehouse.fetchable?("https://example.com.evil.org/a.png", ["*.example.com"])
false

  



  
    
      
    
    
      key(name, content_type)



        
          
        

    

  


  

      

          @spec key(String.t(), String.t()) :: Storehouse.Adapter.key()


      


Returns a new key for a file: yyyy/mm/<uuid>-<safe name><extension>,
with the year and month of now (UTC), a random UUID, and the extension
of the checked content type (see safe_name/2).
Examples
iex> key = Storehouse.key("My cat (1).png", "image/png")
iex> [_year, _month, file] = String.split(key, "/")
iex> String.slice(file, 37..-1//1)
"My_cat_1_.png"

iex> "evil.svg" |> Storehouse.key("application/octet-stream") |> Path.extname()
".bin"

  



    

  
    
      
    
    
      presign_upload(name, claim, bytes, opts \\ [])



        
          
        

    

  


  

      

          @spec presign_upload(String.t(), String.t() | nil, non_neg_integer(), keyword()) ::
  {:ok,
   %{
     key: Storehouse.Adapter.key(),
     method: String.t(),
     url: String.t(),
     headers: map()
   }}
  | {:error, term()}


      


Signs an upload that a browser makes straight to the store, without the
file going through the app: of the file name, of the claimed type
claim and of bytes bytes exactly. Gives the file's new key and the
request to make (method, url, headers). Storehouse.Live.allow/3
does this for a LiveView upload.
The key's extension is the claimed type's, as the checked type it would
be (Storehouse.Check.claimed/1). When the file is there, check it
with verify_upload/2: until then, it is what the browser said it is.
Options
	:accept - the types to take: a claim of another gives
{:error, :not_accepted} at once.
	:max_bytes - a larger file gives {:error, :too_large} at once.
	:expires_in - how long the browser has to start the upload, in
seconds. The default is 600.
	:adapter and :key, as for store/2. The adapter must sign
uploads (Storehouse.Adapter.presign_upload/3): Storehouse.Local
and Storehouse.S3 do; another gives {:error, :not_supported}.


  



    

  
    
      
    
    
      promote(file, opts \\ [])



        
          
        

    

  


  

      

          @spec promote(Storehouse.File.t(), keyword()) ::
  {:ok, Storehouse.File.t()} | {:error, term()}


      


Makes a temporary file (cache: true) permanent: copies it, in the
store, to its key without the temporary prefix, deletes the temporary
one, and gives the file at its new key. A file that is not temporary is
given as it is.
It can run again for the same file: when the temporary file is gone and
the permanent one is there (a save that rolled back after it, and was
tried again), it gives the permanent one.
Options
	:adapter - as for store/2. The adapter copies files in the store
(Storehouse.Adapter.copy/2): Storehouse.Local and
Storehouse.S3 do; another gives {:error, :not_supported}.
	:keep_cached - true keeps the temporary file. The default is
false.


  



  
    
      
    
    
      safe_name(name, content_type)



        
          
        

    

  


  

      

          @spec safe_name(String.t(), String.t()) :: String.t()


      


Returns a safe file name for a key: the client's name without its
extension, with only ASCII letters, digits, ., - and _, then the
extension of the checked content type. At most 100 characters.
Every run of other characters becomes one _, and a run of dots becomes
one dot. A name with nothing left is "file".
Examples
iex> Storehouse.safe_name("résumé 2026.pdf", "application/pdf")
"r_sum_2026.pdf"

iex> Storehouse.safe_name("photo.html", "image/png")
"photo.png"

iex> Storehouse.safe_name("../../etc/passwd", "application/octet-stream")
"._._etc_passwd.bin"

iex> Storehouse.safe_name("", "text/plain")
"file.txt"

  



  
    
      
    
    
      safe_url?(url)



        
          
        

    

  


  

      

          @spec safe_url?(term()) :: boolean()


      


Whether url is safe to show and link to: http or https, or a path
of the app (/uploads/…, not //host).
Examples
iex> Storehouse.safe_url?("/uploads/a.png")
true

iex> Storehouse.safe_url?("javascript:alert(1)")
false

iex> Storehouse.safe_url?("//evil.example/a.png")
false

  



    

  
    
      
    
    
      signed_url(key_or_file, opts \\ [])



        
          
        

    

  


  

      

          @spec signed_url(Storehouse.Adapter.key() | Storehouse.File.t(), keyword()) ::
  {:ok, String.t()} | {:error, term()}


      


A URL of a file that is valid for a while, for a file that is not
public: a bucket that is private, a local store whose plug serves only
signed URLs (private: true). Keep the key, not this URL: it expires.
Storehouse.Redirect gives a lasting URL of your app that redirects to
a fresh one.
Options
	:expires_in - in seconds. The default is 300.
	:disposition - "inline" or "attachment" (a download).
	:filename - the name of the download.
	:adapter - as for store/2. The adapter must sign URLs
(Storehouse.Adapter.signed_url/2): Storehouse.Local and
Storehouse.S3 do; another gives {:error, :not_supported}.


  



    

  
    
      
    
    
      store(path, opts \\ [])



        
          
        

    

  


  

      

          @spec store(Path.t(), keyword()) :: {:ok, Storehouse.File.t()} | {:error, term()}


      


Checks the file at path and stores it under a new key, through the
adapter. The file at path is left where it is.
The file's type is the one its bytes prove (Storehouse.Check): a file
that is not of a passive type is stored as application/octet-stream,
with a key that ends in .bin, unless :accept refuses it. When the
adapter stores the file but gives a URL that is not safe to show
(safe_url?/1), the stored file is deleted.
Options
	:name - the file's name, for its key and for display. The default
is the base name of path.
	:content_type - the claimed type, as a browser sends it. The
default is the type of the name's extension. Only the bytes make an
image an image.
	:accept - the checked types to take, a list; another gives
{:error, :not_accepted}. The default takes every one.
	:max_bytes, :max_pixels - as Storehouse.Check.describe/3's.
	:adapter - the store. The default is adapter/0.
	:key - a function of the name and the checked content type that
gives the key. The default is &key/2.
	:cache - true stores the file under the temporary prefix
(cache_prefix/0), until promote/2 makes it permanent: an upload
of a form that may never be saved.
	:preview - a function of the stored file and path that gives
the URL of a smaller image of it (a thumbnail, a PDF's first page, a
video's poster), or nil. It runs while path is still there; the
app renders and stores the image. A result that is not a safe URL,
or an exception, gives none and logs a warning.


  



    

  
    
      
    
    
      url(key, opts \\ [])



        
          
        

    

  


  

      

          @spec url(Storehouse.Adapter.key(), keyword()) :: String.t()


      


Returns the URL of the file with key, through the adapter (:adapter, or adapter/0).

  



  
    
      
    
    
      valid_key?(key)



        
          
        

    

  


  

      

          @spec valid_key?(term()) :: boolean()


      


Returns true when key is a valid storage key (see the module doc).
Examples
iex> Storehouse.valid_key?("2026/10/a-cat.png")
true

iex> Storehouse.valid_key?("2026/../../etc/passwd")
false

iex> Storehouse.valid_key?("/etc/passwd")
false

  



    

  
    
      
    
    
      verify_upload(key, opts \\ [])



        
          
        

    

  


  

      

          @spec verify_upload(Storehouse.Adapter.key(), keyword()) ::
  {:ok, Storehouse.File.t()} | {:error, term()}


      


Checks a file a browser uploaded straight to the store
(presign_upload/4), by its first bytes, and gives it as store/2
does. A file whose bytes are not of the type it was signed for (a page
sent as a PNG), of a type :accept refuses, or over a limit, is
deleted, and gives {:error, :not_accepted} or {:error, :too_large}.
Options
	:name - the file's name, for display. The default is the key's.
	:accept, :max_bytes, :max_pixels, :adapter, as for
store/2.
	:preview - as for store/2, with nil for the path: the file is
not here.
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The type of a file, from its bytes.
The browser's content type is a claim. describe/3 keeps only a type
that the bytes of the file prove, from a short allow-list of passive
types:
	PNG, JPEG, GIF and WebP images, from their signatures, with their
width and height from their headers: a JPEG's turned as its EXIF
orientation says, as browsers draw it. The claim does not matter: a
PNG sent as text/html is a PNG.
	PDF, from %PDF-.
	MP4 video (video/mp4), from its ftyp box with an MP4 brand
(isom, mp41, mp42, avc1, M4V, …), and WebM video
(video/webm), from its EBML header with the webm document type.
A QuickTime (.mov), Matroska (.mkv) or audio-only (M4A) file
is not in the list.
	ZIP files (PK\x03\x04): the Office Open XML and OpenDocument
types when the browser claims one of them, else application/zip.
	The older Office files (the OLE2 signature): application/msword,
application/vnd.ms-excel or application/vnd.ms-powerpoint when the
browser claims one of them.
	text/plain, only when the browser claims it and the start of the
file is valid UTF-8 with no NUL byte.

Every other file is application/octet-stream: text/html,
application/xhtml+xml, image/svg+xml, JavaScript, and any type that
is not in the list. Serve such a file as a download; its key ends in
.bin (extension/1).
inline?/1 says which types a browser shows in the page (the images,
PDF and the videos): serve every other with Content-Disposition: attachment, as Storehouse.Local.Plug does.

      


      
        Summary


  
    Types
  


    
      
        description()

      


        What describe/3 finds.



    





  
    Functions
  


    
      
        claimed(claim)

      


        The type a browser claims for a file, as the checked type it would be
if its bytes prove it: a type of the allow-list, else
application/octet-stream. A file uploaded straight to a store is
stored as this type, and refused when its bytes say otherwise.



    


    
      
        content_type(extension)

      


        Returns the checked content type for a file extension (as extension/1
gives it, and .jpeg), or "application/octet-stream".



    


    
      
        describe(path, claim \\ nil, opts \\ [])

      


        Reads the file at path and returns its checked content type, its size
and, for an image, its width and height. claim is the browser's type
("image/png; charset=binary", or nil).



    


    
      
        describe_head(head, bytes, claim \\ nil, opts \\ [])

      


        As describe/3, of the start of a file (head, its first
256 KB or all of it, as head_size/0 says) and its size in
bytes: a file that is in a store and not here, uploaded straight to
it.



    


    
      
        extension(content_type)

      


        Returns the file extension of a checked content type. A type that is
not in the allow-list gives ".bin".



    


    
      
        head_size()

      


        How much of the start of a file describe_head/4 reads, in bytes.



    


    
      
        images()

      


        The content types of the images: PNG, JPEG, GIF and WebP.



    


    
      
        inline?(content_type)

      


        Returns true for a checked type that a browser can show in the page:
the images, PDF and the videos. Serve every other type with
Content-Disposition: attachment.



    


    
      
        types()

      


        Every type describe/3 gives, application/octet-stream included.



    





      


      
        Types


        


  
    
      
    
    
      description()



        
          
        

    

  


  

      

          @type description() :: %{
  content_type: String.t(),
  bytes: non_neg_integer(),
  width: pos_integer() | nil,
  height: pos_integer() | nil
}


      


What describe/3 finds.

  


        

      

      
        Functions


        


  
    
      
    
    
      claimed(claim)



        
          
        

    

  


  

      

          @spec claimed(String.t() | nil) :: String.t()


      


The type a browser claims for a file, as the checked type it would be
if its bytes prove it: a type of the allow-list, else
application/octet-stream. A file uploaded straight to a store is
stored as this type, and refused when its bytes say otherwise.
Examples
iex> Storehouse.Check.claimed("image/PNG")
"image/png"

iex> Storehouse.Check.claimed("text/html")
"application/octet-stream"

  



  
    
      
    
    
      content_type(extension)



        
          
        

    

  


  

      

          @spec content_type(String.t()) :: String.t()


      


Returns the checked content type for a file extension (as extension/1
gives it, and .jpeg), or "application/octet-stream".
Examples
iex> Storehouse.Check.content_type(".PDF")
"application/pdf"

iex> Storehouse.Check.content_type(".svg")
"application/octet-stream"

  



    

    

  
    
      
    
    
      describe(path, claim \\ nil, opts \\ [])



        
          
        

    

  


  

      

          @spec describe(Path.t(), String.t() | nil, keyword()) ::
  {:ok, description()} | {:error, term()}


      


Reads the file at path and returns its checked content type, its size
and, for an image, its width and height. claim is the browser's type
("image/png; charset=binary", or nil).
Options
	:max_bytes - a larger file gives {:error, :too_large}.
	:max_pixels - an image of more pixels (width × height) gives
{:error, :too_large}: one a browser would struggle to draw.


  



    

    

  
    
      
    
    
      describe_head(head, bytes, claim \\ nil, opts \\ [])



        
          
        

    

  


  

      

          @spec describe_head(binary(), non_neg_integer(), String.t() | nil, keyword()) ::
  {:ok, description()} | {:error, term()}


      


As describe/3, of the start of a file (head, its first
256 KB or all of it, as head_size/0 says) and its size in
bytes: a file that is in a store and not here, uploaded straight to
it.

  



  
    
      
    
    
      extension(content_type)



        
          
        

    

  


  

      

          @spec extension(String.t()) :: String.t()


      


Returns the file extension of a checked content type. A type that is
not in the allow-list gives ".bin".
Examples
iex> Storehouse.Check.extension("image/jpeg")
".jpg"

iex> Storehouse.Check.extension("text/html")
".bin"

  



  
    
      
    
    
      head_size()



        
          
        

    

  


  

      

          @spec head_size() :: pos_integer()


      


How much of the start of a file describe_head/4 reads, in bytes.

  



  
    
      
    
    
      images()



        
          
        

    

  


  

      

          @spec images() :: [String.t()]


      


The content types of the images: PNG, JPEG, GIF and WebP.

  



  
    
      
    
    
      inline?(content_type)



        
          
        

    

  


  

      

          @spec inline?(String.t()) :: boolean()


      


Returns true for a checked type that a browser can show in the page:
the images, PDF and the videos. Serve every other type with
Content-Disposition: attachment.
Examples
iex> Storehouse.Check.inline?("video/webm")
true

iex> Storehouse.Check.inline?("text/plain")
false

  



  
    
      
    
    
      types()



        
          
        

    

  


  

      

          @spec types() :: [String.t()]


      


Every type describe/3 gives, application/octet-stream included.

  


        

      


  

    
Storehouse.File 
    



      
A stored file: what Storehouse.store/2 gives, and what an app keeps in
its records (or a document's data) to show and serve it again.
	:key - its key in the store (Storehouse.key/2).
	:url - its URL, from the store.
	:name - the client's file name, for display only
(Storehouse.clean_name/1).
	:content_type - the type its bytes prove (Storehouse.Check).
	:bytes - its size.
	:width and :height - an image's, as a browser draws it (turned as
a JPEG's EXIF says), or nil.
	:checksum - the SHA-256 of its bytes, in Base64 (as S3's
x-amz-checksum-sha256): the store checked it as it took the file,
and Storehouse.checksum/1 gives it of a copy, to compare. nil for
a file uploaded straight to a store that keeps none
(Storehouse.verify_upload/2).
	:preview - the URL of a smaller image of it (a thumbnail, a PDF's
first page, a video's poster), when the app made one, or nil.


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        image?(file)

      


        Whether the file is an image (PNG, JPEG, GIF or WebP).



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Storehouse.File{
  bytes: non_neg_integer(),
  checksum: String.t() | nil,
  content_type: String.t(),
  height: pos_integer() | nil,
  key: Storehouse.Adapter.key(),
  name: String.t(),
  preview: String.t() | nil,
  url: String.t(),
  width: pos_integer() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      image?(file)



        
          
        

    

  


  

      

          @spec image?(t()) :: boolean()


      


Whether the file is an image (PNG, JPEG, GIF or WebP).

  


        

      


  

    
Storehouse.Adapter behaviour
    



      
A store of files: the local disk (Storehouse.Local), S3, another object
store, a database. Name it in the config:
config :storehouse, adapter: MyApp.Storage
or give it per call with the :adapter option of Storehouse.store/2.
It has three callbacks, Kotoba's and Hakushi's (Kotoba.Storage,
Hakushi.Storage): a store written for one of them is a Storehouse
adapter as it is.
An S3 adapter
With ExAws.S3:
defmodule MyApp.Storage do
  @behaviour Storehouse.Adapter

  @bucket "my-app-uploads"

  @impl true
  def put(key, path, meta) do
    disposition = if Storehouse.Check.inline?(meta.content_type), do: "inline", else: "attachment"

    path
    |> ExAws.S3.Upload.stream_file()
    |> ExAws.S3.upload(@bucket, key, content_type: meta.content_type, content_disposition: disposition)
    |> ExAws.request()
    |> case do
      {:ok, _response} -> {:ok, url(key)}
      {:error, reason} -> {:error, reason}
    end
  end

  @impl true
  def url(key), do: "https://#{@bucket}.s3.amazonaws.com/" <> key

  @impl true
  def delete(key) do
    case ExAws.request(ExAws.S3.delete_object(@bucket, key)) do
      {:ok, _response} -> :ok
      {:error, reason} -> {:error, reason}
    end
  end
end
The URL goes into the app's records and documents, so it must stay
valid: a public or CDN URL, or a path of the app ("/files/" <> key)
whose controller checks access and redirects to a short-lived signed
URL. See the Stores guide.

      


      
        Summary


  
    Types
  


    
      
        key()

      


        A storage key, for example "2026/10/0b6…-board.png" (Storehouse.key/2).



    


    
      
        meta()

      


        What Storehouse knows of the file: :name (the client's name, for
display only), :content_type (checked on the server, Storehouse.Check),
:bytes, and :checksum (its SHA-256, in Base64), which a store that
can checks as it takes the file (Storehouse.S3 does).



    


    
      
        upload()

      


        An upload a browser makes, straight to the store: an HTTP method, a
url that carries its signature, and the headers it sends as they
are.



    





  
    Callbacks
  


    
      
        checksum(key)

      


        The SHA-256 of the file with key, in Base64, as the store knows it, or
nil when it keeps none: for a file uploaded straight to it. Optional.



    


    
      
        copy(from, to)

      


        Copies the file with key from to the key to, in the store, without
it going through the app: to make a temporary file permanent
(Storehouse.promote/2). A missing from gives {:error, :enoent}.
Optional.



    


    
      
        delete(key)

      


        Deletes the file with key. A key with no file gives :ok.



    


    
      
        presign_upload(key, meta, opts)

      


        An upload of the file with key that a browser makes itself, without
the store's keys, valid opts[:expires_in] seconds: of meta.bytes
bytes exactly, of the type meta.content_type. Optional: a store
without it takes its files through the app (Storehouse.store/2).
See Storehouse.presign_upload/4.



    


    
      
        put(key, path, meta)

      


        Stores the file at path under key, and returns its URL.



    


    
      
        read_head(key, bytes)

      


        The first bytes bytes of the file with key (all of it, when it is
shorter), and its size: to check a file uploaded straight to the store.
Optional; needed with presign_upload/3.



    


    
      
        signed_url(key, opts)

      


        A URL of the file with key that is valid opts[:expires_in] seconds,
for a file that is not public. opts[:disposition] is "inline" or
"attachment", and opts[:filename] the name a download gets, when
given. Optional. See Storehouse.signed_url/2.



    


    
      
        stream_abort(stream)

      


        Gives up a streamed file: nothing of it stays in the store.



    


    
      
        stream_close(stream)

      


        Ends a streamed file, which is then in the store: its URL.



    


    
      
        stream_open(key, meta)

      


        Opens a file with key that its bytes are written to as they come, in
stream_write/2: an upload streamed through the app, with no file of
its own on the disk (Storehouse.Live.allow/3, mode: :stream).
Optional, with the three other stream_ callbacks.



    


    
      
        stream_write(stream, iodata)

      


        Writes the next bytes of a streamed file.



    


    
      
        url(key)

      


        Returns the URL of the file with key.



    





      


      
        Types


        


  
    
      
    
    
      key()



        
          
        

    

  


  

      

          @type key() :: String.t()


      


A storage key, for example "2026/10/0b6…-board.png" (Storehouse.key/2).

  



  
    
      
    
    
      meta()



        
          
        

    

  


  

      

          @type meta() :: %{
  optional(:name) => String.t(),
  optional(:content_type) => String.t(),
  optional(:bytes) => non_neg_integer(),
  optional(:checksum) => String.t()
}


      


What Storehouse knows of the file: :name (the client's name, for
display only), :content_type (checked on the server, Storehouse.Check),
:bytes, and :checksum (its SHA-256, in Base64), which a store that
can checks as it takes the file (Storehouse.S3 does).

  



  
    
      
    
    
      upload()



        
          
        

    

  


  

      

          @type upload() :: %{
  method: String.t(),
  url: String.t(),
  headers: %{required(String.t()) => String.t()}
}


      


An upload a browser makes, straight to the store: an HTTP method, a
url that carries its signature, and the headers it sends as they
are.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      checksum(key)


        (optional)


        
          
        

    

  


  

      

          @callback checksum(key()) :: {:ok, String.t() | nil} | {:error, term()}


      


The SHA-256 of the file with key, in Base64, as the store knows it, or
nil when it keeps none: for a file uploaded straight to it. Optional.

  



  
    
      
    
    
      copy(from, to)


        (optional)


        
          
        

    

  


  

      

          @callback copy(from :: key(), to :: key()) :: :ok | {:error, term()}


      


Copies the file with key from to the key to, in the store, without
it going through the app: to make a temporary file permanent
(Storehouse.promote/2). A missing from gives {:error, :enoent}.
Optional.

  



  
    
      
    
    
      delete(key)



        
          
        

    

  


  

      

          @callback delete(key()) :: :ok | {:error, term()}


      


Deletes the file with key. A key with no file gives :ok.

  



  
    
      
    
    
      presign_upload(key, meta, opts)


        (optional)


        
          
        

    

  


  

      

          @callback presign_upload(key(), meta(), opts :: keyword()) ::
  {:ok, upload()} | {:error, term()}


      


An upload of the file with key that a browser makes itself, without
the store's keys, valid opts[:expires_in] seconds: of meta.bytes
bytes exactly, of the type meta.content_type. Optional: a store
without it takes its files through the app (Storehouse.store/2).
See Storehouse.presign_upload/4.

  



  
    
      
    
    
      put(key, path, meta)



        
          
        

    

  


  

      

          @callback put(key(), path :: Path.t(), meta()) ::
  {:ok, url :: String.t()} | {:error, term()}


      


Stores the file at path under key, and returns its URL.
The file at path is a temporary file: the adapter copies it, and keeps
no reference to it.

  



  
    
      
    
    
      read_head(key, bytes)


        (optional)


        
          
        

    

  


  

      

          @callback read_head(key(), bytes :: pos_integer()) ::
  {:ok, head :: binary(), size :: non_neg_integer()} | {:error, term()}


      


The first bytes bytes of the file with key (all of it, when it is
shorter), and its size: to check a file uploaded straight to the store.
Optional; needed with presign_upload/3.

  



  
    
      
    
    
      signed_url(key, opts)


        (optional)


        
          
        

    

  


  

      

          @callback signed_url(key(), opts :: keyword()) :: {:ok, String.t()} | {:error, term()}


      


A URL of the file with key that is valid opts[:expires_in] seconds,
for a file that is not public. opts[:disposition] is "inline" or
"attachment", and opts[:filename] the name a download gets, when
given. Optional. See Storehouse.signed_url/2.

  



  
    
      
    
    
      stream_abort(stream)


        (optional)


        
          
        

    

  


  

      

          @callback stream_abort(stream :: term()) :: :ok


      


Gives up a streamed file: nothing of it stays in the store.

  



  
    
      
    
    
      stream_close(stream)


        (optional)


        
          
        

    

  


  

      

          @callback stream_close(stream :: term()) :: {:ok, url :: String.t()} | {:error, term()}


      


Ends a streamed file, which is then in the store: its URL.

  



  
    
      
    
    
      stream_open(key, meta)


        (optional)


        
          
        

    

  


  

      

          @callback stream_open(key(), meta()) :: {:ok, stream :: term()} | {:error, term()}


      


Opens a file with key that its bytes are written to as they come, in
stream_write/2: an upload streamed through the app, with no file of
its own on the disk (Storehouse.Live.allow/3, mode: :stream).
Optional, with the three other stream_ callbacks.

  



  
    
      
    
    
      stream_write(stream, iodata)


        (optional)


        
          
        

    

  


  

      

          @callback stream_write(stream :: term(), iodata()) ::
  {:ok, stream :: term()} | {:error, term()}


      


Writes the next bytes of a streamed file.

  



  
    
      
    
    
      url(key)



        
          
        

    

  


  

      

          @callback url(key()) :: String.t()


      


Returns the URL of the file with key.

  


        

      


  

    
Storehouse.Local 
    



      
A Storehouse.Adapter that keeps files in a directory on the local
disk.
# config/config.exs
config :storehouse, adapter: Storehouse.Local

# config/runtime.exs, in the :prod block
if config_env() == :prod do
  config :storehouse, Storehouse.Local,
    root: System.get_env("UPLOADS", "/var/lib/my_app/uploads"),
    url_prefix: "/uploads"
end

# config/dev.exs
config :storehouse, Storehouse.Local, root: Path.expand("../tmp/uploads", __DIR__)
	:root - the directory for the files (required). In production,
give an absolute path outside the release, from the :prod block of
config/runtime.exs (runtime.exs runs in every environment, so
outside that block it replaces the development root). A relative path
is relative to the current working directory, and in a release the
files would go into the release directory and be lost on the next
deploy.

	:url_prefix - the path at which the files are served. The default
is "/uploads". When Storehouse.Local.Plug serves the
files, this is a path, not a full URL: the plug matches requests
under it.

	:secret - a secret of at least 32 bytes, for signed URLs
(Storehouse.signed_url/2) and uploads straight from the browser
(Storehouse.presign_upload/4): the plug serves and takes only what
it signed. Give one from the environment in production, as the
endpoint's secret_key_base is:
config :storehouse, Storehouse.Local, secret: System.fetch_env!("STOREHOUSE_SECRET")


Serve the files with Storehouse.Local.Plug. Any other way to serve
them must send X-Content-Type-Options: nosniff, a content type from the
allow-list of Storehouse.Check, and Content-Disposition: attachment
for every type that is not an image, a PDF or a video, as the plug does. A key is
always a relative path under the root: a key that
Storehouse.valid_key?/1 refuses gives {:error, :invalid_key}, so
a key cannot reach a file outside the root.

      


      
        Summary


  
    Functions
  


    
      
        path(key)

      


        Returns the path on disk of the file with key, or
{:error, :invalid_key}.



    


    
      
        root()

      


        Returns the configured root directory, as an absolute path.



    


    
      
        url_prefix()

      


        Returns the configured URL prefix, by default "/uploads".



    





      


      
        Functions


        


  
    
      
    
    
      path(key)



        
          
        

    

  


  

      

          @spec path(Storehouse.Adapter.key()) :: {:ok, Path.t()} | {:error, :invalid_key}


      


Returns the path on disk of the file with key, or
{:error, :invalid_key}.

  



  
    
      
    
    
      root()



        
          
        

    

  


  

      

          @spec root() :: Path.t()


      


Returns the configured root directory, as an absolute path.
Raises ArgumentError when no root is configured.

  



  
    
      
    
    
      url_prefix()



        
          
        

    

  


  

      

          @spec url_prefix() :: String.t()


      


Returns the configured URL prefix, by default "/uploads".

  


        

      


  

    
Storehouse.Local.Plug 
    



      
Serves the files of Storehouse.Local, and takes the ones a browser
uploads straight to it, when the store signed the upload.
In the endpoint, before the router:
plug Storehouse.Local.Plug
The plug answers GET and HEAD requests under the :at path (by
default the configured :url_prefix of Storehouse.Local), and
passes every other request on. In a router, forward strips the path, so
give at: "/":
forward "/uploads", Storehouse.Local.Plug, at: "/"
Options
	:at - the request path of the files. The default is the configured
:url_prefix.
	:root - the directory. The default is the configured :root.
	:max_age - the max-age of the Cache-Control header, in seconds.
The default is 3600.
	:private - when true, a file is served only at a URL the store
signed (Storehouse.signed_url/2), until it expires. The default is
false: every file is served, and a signed URL as well.

Uploads
A PUT of a file at a URL the store signed (Storehouse.presign_upload/4)
writes it under its key: of the signed type (its Content-Type), of the
signed size exactly, before the signature expires, and only where no
file is. The answer is 200; 403 for a signature that is not the
store's or has expired, 409 for a key that has a file, 400 for a
body of another size or type. Put the plug before Plug.Parsers, which
would read the body first.
Responses
	The content type comes from the file extension, through the allow-list
of Storehouse.Check.content_type/1: an extension that is not in it
(.html, .svg, …) is sent as application/octet-stream.
	Cache-Control: private, max-age=…, X-Content-Type-Options: nosniff
and Content-Security-Policy: default-src 'none'; sandbox, so a file
cannot run a script on the app's origin.
	PNG, JPEG, GIF and WebP images, PDF files and MP4 and WebM videos
are served inline; every other file has
Content-Disposition: attachment.
	Accept-Ranges: bytes, and a GET with a single Range
(bytes=0-99, bytes=100-, bytes=-100) gives 206 with that part
of the file and Content-Range. A range that starts after the end of
the file gives 416. Several ranges, or a header that is not valid,
give the whole file. Browsers need ranges to seek in a video, and
Safari to play one.
	A path with a segment that is not a valid key segment (.., ., or
a character other than ASCII letters, digits, ., - and _) gives
400. A key with no regular file gives 404: a directory, a symbolic
link to a file, and a path through a symbolic link to a directory
included.


      




  

    
Storehouse.S3 
    



      
A Storehouse.Adapter for Amazon S3, and the stores that speak its API:
Cloudflare R2, MinIO, Tigris, Backblaze B2, DigitalOcean Spaces, Google
Cloud Storage's interoperability. With no dependency: it signs its
requests itself (AWS Signature Version 4).
# config/runtime.exs
config :storehouse, adapter: Storehouse.S3

config :storehouse, Storehouse.S3,
  bucket: "my-app-uploads",
  region: "eu-west-1",
  access_key_id: System.fetch_env!("AWS_ACCESS_KEY_ID"),
  secret_access_key: System.fetch_env!("AWS_SECRET_ACCESS_KEY")
For another store, its endpoint (whose URLs name the bucket in the
path, path_style, unless told otherwise):
config :storehouse, Storehouse.S3,
  bucket: "uploads",
  region: "auto",
  endpoint: "https://<account>.r2.cloudflarestorage.com",
  access_key_id: System.fetch_env!("R2_ACCESS_KEY_ID"),
  secret_access_key: System.fetch_env!("R2_SECRET_ACCESS_KEY"),
  public_url: "https://files.example.com"
Options
	:bucket, :region, :access_key_id, :secret_access_key
(required), and :session_token for temporary credentials.
	:endpoint - the store's URL. The default is AWS's,
https://s3.<region>.amazonaws.com.
	:path_style - whether URLs name the bucket in their path
(https://endpoint/bucket/key) rather than their host
(https://bucket.endpoint/key). The default is false for AWS,
true with an :endpoint.
	:public_url - the base URL of the files for url/1: a CDN, a
custom domain. The default is the bucket's URL. A bucket that is not
public serves its files at signed URLs (Storehouse.signed_url/2).

Each file is stored with its checked content type, and with
Content-Disposition: attachment for every type a browser should not
show (Storehouse.Check.inline?/1): the store never serves an
uploaded page as a page.
Uploads straight to the bucket
presign_upload/3 signs a PUT of one file, of its type and its size
exactly, which the browser sends to the bucket without going through
the app (Storehouse.Live.allow/3). The bucket must allow it with CORS:
[{"AllowedOrigins": ["https://my-app.example.com"],
  "AllowedMethods": ["PUT"],
  "AllowedHeaders": ["content-type", "content-disposition"],
  "MaxAgeSeconds": 3600}]

      




  

    
Storehouse.Redirect 
    



      
A lasting URL of your app for a file that is not public: it checks that
the person may see the file, then redirects to a URL the store signs
for a few minutes (Storehouse.signed_url/2). Keep this URL in your
records and documents, not the signed one, which expires.
In the router, in a scope that has the person (:fetch_session, your
authentication):
forward "/files", Storehouse.Redirect, authorize: &MyAppWeb.Files.allowed?/2
/files/2026/10/0b6…-board.png then redirects to the file. The
function takes the conn and the key; a key it refuses, or that is not a
valid key, gives 404, so that no one learns which files exist.
defmodule MyAppWeb.Files do
  def allowed?(conn, key), do: MyApp.Files.visible?(conn.assigns.current_scope, key)
end
Options
	:authorize - the function (required). true lets everyone in: for
a store whose files are private only so that their URLs expire.
	:expires_in - how long the signed URL is valid, in seconds. The
default is 300.
	:disposition - "inline" or "attachment", for the signed URL.
A request's ?download=1 asks for a download.
	:adapter - the store. The default is Storehouse.adapter/0.


      




  

    
Storehouse.Live 
    



      
The files of a LiveView upload, stored.
def mount(_params, _session, socket) do
  {:ok,
   socket
   |> assign(:photos, [])
   |> allow_upload(:photos,
     accept: ~w(.png .jpg .jpeg .gif .webp),
     max_file_size: 10_000_000,
     auto_upload: true,
     progress: &handle_progress/3
   )}
end

defp handle_progress(:photos, _entry, socket) do
  {socket, results} = Storehouse.Live.consume(socket, :photos, accept: Storehouse.Check.images())

  socket =
    Enum.reduce(results, socket, fn
      {_entry, {:ok, file}}, socket -> update(socket, :photos, &[file | &1])
      {entry, {:error, reason}}, socket -> put_flash(socket, :error, "#{entry.client_name}: #{inspect(reason)}")
    end)

  {:noreply, socket}
end
The size limits and the accepted types are the upload's (its accept
and max_file_size); each file is checked again on the server, by its
bytes (Storehouse.Check), and :accept refuses the types the app does
not take. See the LiveView guide.

      


      
        Summary


  
    Types
  


    
      
        result()

      


        What became of an entry: its stored file, or why it was not stored.



    





  
    Functions
  


    
      
        allow(socket, upload_name, opts)

      


        Allows an upload (Phoenix.LiveView.allow_upload/3) whose files go to
the store in one of three ways (:mode)



    


    
      
        consume(socket, upload_name, opts \\ [])

      


        Stores the finished entries of upload_name, and cancels those the
upload refused. Gives the socket and a result for each of them, in the
entries' order.



    





      


      
        Types


        


  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() ::
  {Phoenix.LiveView.UploadEntry.t(),
   {:ok, Storehouse.File.t()} | {:error, term()}}


      


What became of an entry: its stored file, or why it was not stored.

  


        

      

      
        Functions


        


  
    
      
    
    
      allow(socket, upload_name, opts)



        
          
        

    

  


  

      

          @spec allow(Phoenix.LiveView.Socket.t(), atom() | String.t(), keyword()) ::
  Phoenix.LiveView.Socket.t()


      


Allows an upload (Phoenix.LiveView.allow_upload/3) whose files go to
the store in one of three ways (:mode):
	:direct - straight from the browser to the store, at a URL the
app signed: a large file never goes through the app. The default,
for a store that signs uploads (Storehouse.S3, and
Storehouse.Local in development). The browser needs Storehouse's
uploader (below).
	:stream - through the app, on to the store as each chunk comes
(Storehouse.Live.Writer): with no file on the app's disk, checked
as it comes, and with no CORS, as the browser sends it to the app.
	:server - a plain upload: to a temporary file on the app's disk,
then to the store (consume/3). The default for a store that takes
neither.

Either way, consume/3 gives the stored, checked files.
socket
|> Storehouse.Live.allow(:photos,
  accept: ~w(.png .jpg .jpeg .gif .webp),
  max_file_size: 50_000_000,
  auto_upload: true,
  progress: &handle_progress/3
)
With :direct, the browser needs Storehouse's uploader, in app.js:
import {Uploaders} from "storehouse"
let liveSocket = new LiveSocket("/live", Socket, {uploaders: Uploaders, ...})
Options
The options of Phoenix.LiveView.allow_upload/3 (but :external and
:writer), and:
	:mode - :direct, :stream or :server, as above.
	:adapter - the store. The default is Storehouse.adapter/0;
give the same to consume/3.
	:cache - true stores the files under the temporary prefix, until
the record that has them is saved (Storehouse.Ecto).
	:key - a function of the name and the claimed type that gives
the key, as for Storehouse.store/2.
	:types, :max_pixels - with :stream, the checked types taken
and the pixels at most, checked as the file comes. (With the other
modes, give consume/3 its :accept and :max_pixels.)
	:expires_in - with :direct, how long the browser has to start
each upload, in seconds. The default is 600.


  



    

  
    
      
    
    
      consume(socket, upload_name, opts \\ [])



        
          
        

    

  


  

      

          @spec consume(Phoenix.LiveView.Socket.t(), atom() | String.t(), keyword()) ::
  {Phoenix.LiveView.Socket.t(), [result()]}


      


Stores the finished entries of upload_name, and cancels those the
upload refused. Gives the socket and a result for each of them, in the
entries' order.
	An entry that is done is consumed and stored with
Storehouse.store/2 (its name and claimed type are the client's),
or, sent straight to the store (allow/3), checked there with
Storehouse.verify_upload/2: {:ok, file}, or {:error, reason}
when the check or the store refuses it (and a file refused there
is deleted).
	An entry with an error (too large, a type that is not accepted, too
many files) is cancelled: {:error, reason}, the upload's
(:too_large, :not_accepted, :too_many_files, …).
	An entry still in progress is left alone, and has no result.

An entry is consumed once: a call before LiveView has dropped an entry
that an earlier call consumed leaves it alone. So the function can run
in the progress callback and in a form's change handler, with files
that finish at different times.
The options are those of Storehouse.store/2, but :name and
:content_type.

  


        

      


  

    
Storehouse.Live.Writer 
    



      
A LiveView upload writer (Phoenix.LiveView.UploadWriter) that streams
each chunk on to the store as it comes, with no file on the app's disk:
to S3 in the parts of a multipart upload, to the local disk in its
place. Storehouse.Live.allow/3 with mode: :stream gives it to the
upload.
It checks the file as it comes: its first bytes, once it has them, are
of the type the browser claimed, of a type taken (:accept) and within
:max_pixels, or the upload stops, and nothing of it stays in the
store. Its checksum is computed on the way.
It runs in the upload's own process (a LiveView upload channel): a
file's parts go to the store while the next chunks arrive, and the
LiveView goes on meanwhile.

      




  

    
Storehouse.Ecto 
    



      
Files in records, with Ecto: a column of type Storehouse.Ecto.File
(or a list of them), files put in a changeset with put_file/4, made
permanent when the record is saved, and deleted once nothing has them.
schema "users" do
  field :name, :string
  field :avatar, Storehouse.Ecto.File
end

def changeset(user, attrs, avatar) do
  user
  |> cast(attrs, [:name])
  |> Storehouse.Ecto.put_file(:avatar, avatar, accept: Storehouse.Check.images(), max_bytes: 5_000_000)
end
Temporary, then permanent
A file a person uploads for a form is temporary until the form is
saved: store it with cache: true (Storehouse.Live.allow/3 and
consume/3, Storehouse.store/2), and its key is under the temporary
prefix (Storehouse.cache_prefix/0). When the record is saved,
put_file/4 makes it permanent (Storehouse.promote/2): a copy in the
store (on S3, in the bucket), in the save's transaction. A form never
saved leaves its files under the prefix, where a lifecycle rule of the
bucket deletes them:
{"Rules": [{"ID": "storehouse-cache", "Status": "Enabled",
            "Filter": {"Prefix": "cache/"},
            "Expiration": {"Days": 1}}]}
Replaced and deleted files
A file the record no longer has (replaced, removed, or the record
deleted) is deleted from the store once the database has the change:
insert/3, update/3 and delete/3 save and then delete them.
Inside a transaction of yours, use Repo as usual, and delete
replaced/2's files after your transaction commits: a rollback would
otherwise leave a record whose file is gone.

      


      
        Summary


  
    Functions
  


    
      
        delete(repo, record_or_changeset, opts \\ [])

      


        repo.delete/2, then the record's files are deleted from the store.
Inside a transaction, they are not: delete files/1's after it
commits.



    


    
      
        delete_files(files, opts \\ [])

      


        Deletes files from the store (Storehouse.delete/2).



    


    
      
        files(record)

      


        Every file of a record, in its fields of files.



    


    
      
        insert(repo, changeset, opts \\ [])

      


        repo.insert/2, as it is: the files are made permanent in its
transaction (put_file/4).



    


    
      
        put_file(changeset, field, file_or_files, opts \\ [])

      


        Puts a file (a Storehouse.File, a list of them for a list field, or
nil to remove it) in the changeset, checked, and made permanent when
the record is saved.



    


    
      
        replaced(changeset, saved)

      


        The files a saved changeset leaves behind: those its record had in a
field of files, and does not have after it. Delete them once the
transaction has committed (delete_files/2).



    


    
      
        update(repo, changeset, opts \\ [])

      


        repo.update/2, then the files it replaced or removed are deleted from
the store. Inside a transaction, they are not: delete replaced/2's
after it commits.



    





      


      
        Functions


        


    

  
    
      
    
    
      delete(repo, record_or_changeset, opts \\ [])



        
          
        

    

  


  

      

          @spec delete(module(), struct() | Ecto.Changeset.t(), keyword()) ::
  {:ok, struct()} | {:error, Ecto.Changeset.t()}


      


repo.delete/2, then the record's files are deleted from the store.
Inside a transaction, they are not: delete files/1's after it
commits.

  



    

  
    
      
    
    
      delete_files(files, opts \\ [])



        
          
        

    

  


  

      

          @spec delete_files([Storehouse.File.t()], keyword()) :: :ok


      


Deletes files from the store (Storehouse.delete/2).

  



  
    
      
    
    
      files(record)



        
          
        

    

  


  

      

          @spec files(struct()) :: [Storehouse.File.t()]


      


Every file of a record, in its fields of files.

  



    

  
    
      
    
    
      insert(repo, changeset, opts \\ [])



        
          
        

    

  


  

      

          @spec insert(module(), Ecto.Changeset.t(), keyword()) ::
  {:ok, struct()} | {:error, Ecto.Changeset.t()}


      


repo.insert/2, as it is: the files are made permanent in its
transaction (put_file/4).

  



    

  
    
      
    
    
      put_file(changeset, field, file_or_files, opts \\ [])



        
          
        

    

  


  

      

          @spec put_file(
  Ecto.Changeset.t(),
  atom(),
  Storehouse.File.t() | [Storehouse.File.t()] | nil,
  keyword()
) ::
  Ecto.Changeset.t()


      


Puts a file (a Storehouse.File, a list of them for a list field, or
nil to remove it) in the changeset, checked, and made permanent when
the record is saved.
Options
	:accept - the types the field takes (Storehouse.Check.images()).
	:max_bytes, :max_pixels - the limits.
	:adapter - the store, to make it permanent. The default is
Storehouse.adapter/0.

A file over a limit, or of a type not taken, is an error of the field
(validation: :storehouse, with the :reason).

  



  
    
      
    
    
      replaced(changeset, saved)



        
          
        

    

  


  

      

          @spec replaced(Ecto.Changeset.t(), struct()) :: [Storehouse.File.t()]


      


The files a saved changeset leaves behind: those its record had in a
field of files, and does not have after it. Delete them once the
transaction has committed (delete_files/2).

  



    

  
    
      
    
    
      update(repo, changeset, opts \\ [])



        
          
        

    

  


  

      

          @spec update(module(), Ecto.Changeset.t(), keyword()) ::
  {:ok, struct()} | {:error, Ecto.Changeset.t()}


      


repo.update/2, then the files it replaced or removed are deleted from
the store. Inside a transaction, they are not: delete replaced/2's
after it commits.

  


        

      


  

    
Storehouse.Ecto.File 
    



      
An Ecto type for a stored file (Storehouse.File) in a record's column:
a map (jsonb in PostgreSQL) of its key, URL, name, type, size,
checksum, width and height. No table of files: the record has its file.
schema "users" do
  field :avatar, Storehouse.Ecto.File
  field :photos, {:array, Storehouse.Ecto.File}, default: []
end

# The migration
add :avatar, :map
add :photos, {:array, :map}, default: []
It casts a Storehouse.File only, never a map of a form's params: a
file's key comes from Storehouse, never from a browser, so that no one
puts another's file in their record. Put files with
Storehouse.Ecto.put_file/4.
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